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	Statement of Confidentiality

	
This GS Lab (Great Software Laboratory) and/or GAVS (GAVS Technologies) artefact and/or document and/or presentation is strictly confidential. It contains proprietary information intended only for recipients. 

The recipient acknowledges and agrees that: (i) this artefact and/or document is not intended to be distributed ii) the recipient does not have the right to implement, copy, reproduce, fax, publicly divulge, or further distribute it, in whole or in part in any form, without seeking the express written permission from GS Lab and GAVS. 

Any unauthorized use of the contents of this artefact and/or document and/or presentation in any manner whatsoever, is strictly prohibited. The artefact and/or document and/or presentation represents GS Lab’s and/ or GAVS’s current product offerings and best practices which are subject to change without notice. Please note that GS Lab and GAVS collaborate in relation to some of its offerings. 

All third-party trademarks used herein belong to their respective owners and may be protected by law. This artefact and/or document and/or presentation only refers to such trademarks under the doctrines of nominative and descriptive fair usage to illustrate and explain concepts without implying violation of any legal constraints. If improper activity is suspected, all available information may be used by GS Lab and /or GAVS for any remedy or for lawful purpose.
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1. [bookmark: _Toc130479657]Purpose
[bookmark: _Toc129600604][bookmark: _Toc129600720][bookmark: _Toc129600778][bookmark: _Toc129600836][bookmark: _Toc129601176][bookmark: _Toc129601233][bookmark: _Toc129601291][bookmark: _Toc129601349][bookmark: _Toc129601407][bookmark: _Toc129601754][bookmark: _Toc129611116]Describe the factors or circumstances that mandate the existence of the policy. Also state the policy’s basic objectives and what the policy is meant to achieve. 
The purpose of this policy is to balance [Company Name] business needs for system availability and reliability with maintenance activities that ensure systems remain secure and serviceable. A release and patch management program that systematically supports operational decision making to minimize overall business impact is a core competency of modern IT organizations.
2. [bookmark: _Toc130479658]Scope
Define to whom and to what systems this policy applies. List the employees required to comply or simply indicate “all” if all must comply. Also indicate any exclusions or exceptions that are out of scope, i.e. those people, elements, or situations that are not covered by this policy or where special consideration may be made.
This Release Management Policy applies to all business processes and data, information systems, and components of [Company Name].
3. [bookmark: _Toc129600606][bookmark: _Toc129600722][bookmark: _Toc129600780][bookmark: _Toc129600838][bookmark: _Toc129601178][bookmark: _Toc129601235][bookmark: _Toc129601293][bookmark: _Toc129601351][bookmark: _Toc129601409][bookmark: _Toc129601756][bookmark: _Toc129611118][bookmark: _Toc130479659]Definitions
Define any key terms, acronyms, or concepts that will be used in the policy or accompanying procedures. A standard glossary approach is sufficient. An example definition: 
Patch: A software update that is incrementally added (“patched”) onto existing software. Patches address vulnerabilities, resolve bugs, address stability issues, and more.
4. [bookmark: _Toc130479660]Applicable Laws, Regulations, and Industry Standards
If applicable, list any laws or regulations that govern the policy or with which the policy must comply. Confirm with the legal department that the list is full and accurate. If there are no applicable laws, regulations, or industry standards delete this section.
	Guidance
	Section

	ISO 20000-1:2018
	Section 8.5 (Service Design, Build and Transition – Release and Deployment Management)


5. [bookmark: _Toc130479661]Policy Statements
Describe the rules that comprise the policy. This typically takes the form of a series of short prescriptive and proscriptive statements. Subdividing this section into subsections may be preferable, depending on the length or complexity of the policy.
Foundational Policy Requirements:
· Patches, releases, and all other system changes must be executed safely and must balance availability, reliability, security, and serviceability requirements.
Derived Policy Requirements:
· Requests to deploy patches and releases will be identified by the requester as a Security Patch, Feature Release, or Bug Fix. 
· Security vulnerabilities and required patches will be monitored and assessed. New Security Patches and Bug Fixes will be assessed as “Critical,” “Routine,” or “Not Applicable” based on predetermined standards.
· Critical Security Patches and Bug Fixes will be deployed through the Emergency Change Management procedure. Emergency changes will be minimally documented and must follow a controlled process.
· Routine security and feature patches will be deployed through the Standard Change Management procedure.
· A test environment will be used to assess patch and release performance, wherever feasible.
· Acceptance testing will be part of all change management procedures.
· Patch assessment standards will be reviewed and updated every [interval – suggest annually] to ensure assessments align with the organization’s risk profile.
6. [bookmark: _Toc130479662]Roles and Responsibilities
Outline roles here or add roles and responsibilities to your Release Management SOP. Avoid duplicating this information by linking between the related documents.
· The Change Advisory Board (CAB) is responsible for assessing and approving change requests.
· The Chief Information Security Officer (CISO) is responsible for the monitoring and assessment of emerging security vulnerabilities and related patches.
7. [bookmark: _Toc130479663]Relevant Procedures
Consider creating formal procedure documents that reinforce and support the policy statements above. It is a best practice to house policies and procedures in separate documents to keep the content focused and reduce the number of times the policy must be reapproved by senior management.
· Emergency Change Procedure
· Standard Change Procedure
· Request for Change Form
8. [bookmark: _Toc130479664]Non-compliance
Clearly describe consequences (legal and/or disciplinary) for employee noncompliance with the policy. It may be pertinent to describe the escalation process for repeated noncompliance.
Violations of this policy will be treated like other allegations of wrongdoing at [Client Name]. Allegations of misconduct will be adjudicated according to established procedures. Sanctions for noncompliance may include, but are not limited to, one or more of the following:
Disciplinary action according to applicable [Client Name] policies
Termination of employment
Legal action according to applicable laws and contractual agreements
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