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[bookmark: _Toc125658297]Section A: Introduction
1. [bookmark: _Toc125658298]Overview
The following Configuration Management Process has been designed for the GAVS IT Service Management program. It will be used as a reference for the implementation and use of the Configuration Management process on an ongoing basis. This process document is based on the best practices described in the Information Technology Infrastructure Library (ITIL®) 4. 
2. [bookmark: _Toc125658299]Definition
Configuration Items (CI) is defined as any component that needs to be managed in order to deliver an IT service. It is a subset of service asset that has a direct impact on service delivery and needs to be managed to deliver an IT service. An organization’s Configurations could be its include locations and offices, employees and customers, software and applications, documentation, hardware, incidents, modifications, and clients.
3. [bookmark: _Toc125658300]Purpose
The purpose of this standard operating procedure (SOP) is to ensure that accurate and reliable information about the configuration of services, and the configuration items that support them, is available when and where it is needed. This includes information on how configuration items are configured and the relationships between them. This document will serve as a best-practice guide and can be used to train new staff who will be involved in Configuration management. This SOP is a step-by-step guide to plan and manage the full lifecycle of all Configurations to help the organization.
4. [bookmark: _Toc125658301]Scope
The scope of the Configuration Management process refers to the extent or boundaries to which the Configuration Management process is applied. 
· Classifying the Configuration portfolio according to type, model, manufacturer, and so on, from introduction to disposal whether in the productive or non-productive state
· Managing the lifecycle of Configurations
· Associating Configurations to people, places, things, cost center, cost type, purchase order and contract
· Tracking costs related to Configurations.
· Tracking contracts related to Configurations.
· Reconciling data on the Configuration identifier
· Recording Configuration attributes useful for the Service Management processes  
The goals for the Configuration Management process are to:
· Support many of the ITIL processes by providing accurate configuration information to assist decision making.
· Minimize the number of quality and compliance issues caused by incorrect or inaccurate configuration of services and assets 
· To define and control the components of services and infrastructure and maintain accurate configuration information on the historical, planned and current state of the services and infrastructure
5. [bookmark: _Toc125658302]How ITAM and Service Configuration Management works together?
Service Configuration Management often starts with a good IT asset register and pulls information into a Configuration Management Database or CMDB of some sort, a main place for information about Configuration Items or CIs.
Configuration Items are a bit different than regular IT assets in a few key ways:
· CIs may or may not be tangible (CIs can include key documentation like SLAs or knowledge articles, virtual servers or networks, as well as locations, services, and/or people), whereas assets tend to be tangible.
· CIs may or may not have financial value tied to them; whereas assets do.
· CIs have relationships with other CIs in support of an overarching product or service, whereas assets may or may not.
There can be a lot of overlap between CIs and assets. However, not every CI is an asset; and not every asset is necessarily going to be a CI. It is helpful to talk with your teams about what should be treated as an asset and what will be considered a CI.
5.1. [bookmark: _Toc125658303]Build a Configuration Management Database (CMDB)
Once you’ve figured out your CIs, you’ll want to begin building your CMDB - A database used to store configuration records throughout their lifecycle. It also maintains the relationships between configuration records that are under the control of Change Management.
It means that any service asset (be it hardware, software, contract, SLA) that should only be modified under an approved request for change (RFC). 
Note: Most organizations do not track things like free software, keyboards, and mice, sometimes even monitors. This is primarily because 1) these items are generally very low cost, and 2) they are very hard to track. However, if you do happen to track these types of service assets, that’s OK, too. Just remember that they must also be maintained under Change Management.
To build a logical CMDB, follow the below mentioned 7 steps:
5.1.1. Build a Logical Data Model of the Service Asset & Configuration Management Process with Relationships
The logical model defines the scope of SACM activities or it explains how deeply the organization would like to trace SACM relationships.
For example, at a basic level, it is possible to draw relationships between key services and the underlying infrastructure (hardware, servers, software, and interfaces). At the other extreme, SACM could trace relationships down to the workstation level. ITIL recommends starting with a high-level approach by defining several key services and tracing them back to servers and interfaces.
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[bookmark: _Toc125038141]Figure 1: Example of a Logical Data model of CMDB
If you have a logical model like the one in the example above, you know Server 2 is connected to redundant Switches A and B, which are in turn uplinked to Router XYZ, and that Server 2 is critical to the business as it relates to Service for GAVS, then you have the type of risk analysis data that will help determine the likelihood that you can reboot Router XYZ at 2:00PM on a Thursday afternoon without causing an unplanned, major outage. Therefore, maintaining the CMDB is so critical.  Without vigilant updates, it becomes an obsolete data repository that no one trusts, and it undermines your organization’s Change Management process.
5.1.2. Define CI types.
Essentially, this entails categorizing any and all configuration items based on the logical model defined in above step which you’re interested in managing (server, switch, router, database, etc.).
Trying to map all the relationships and keep track of every asset you have is going to be extremely difficult, so start small. Focus on: 
· What are the most important things you need to keep track of?  
· Where are your weak points?  
· What is currently in scope for Change Management?
5.1.3. Assign an owner to each CI type.
Identify and assign an owner for each CI type identified in Step-2.  The CI Owner will be responsible for the remaining steps for their respective CIs.  For example, if Jane is the owner of all your servers, she will be responsible for deciding what information we need to know about each server, and how to gather that information.
5.1.4. Define attributes for each CI type.
The CI owners will define attributes for their respective types. An Attribute, as per ITIL, is a piece of information about a CI such as name, location, version number, or cost. In our example above, Jane will define all the attributes we need know about our servers and record them in the CMDB.
5.1.5. Identify sources of information for CIs (i.e., Discovery)
Once CIs, attributes, and owners have been defined, it’s important to understand where that information can be found.  For example, an auto discovery tool could be used to identify related components on the network.  Other options include visually inspecting hardware components to obtain serial numbers, reviewing purchase and warranty documentation, and even reviewing invoices.
5.1.6. Map relationship between Assets
This step provides context to the information collected in previous steps.  Here, we are mapping relationships between components.  This is akin to taking the logical data model created in Step One and overlaying it with the actual hardware, software and infrastructure components that exist in your environment.  When feasible, an auto discovery tool can dramatically reduce the amount of time it takes to perform this mapping.  If using auto discovery is not possible, relationships can be drawn manually.
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5.1.7. Rollout one CI type at a time – Don’t try to do all at once! 
In this step, CI types and associated attributes are built or loaded in the CMDB.  An incremental approach works best here.  Build out one CI type first and verify that it is correct before moving on to the next. For example, if you start with Servers, identify all of the servers, then identify all the attributes and owners associated with each one. Your last step – an extremely important one – before moving on to the next CI type is to verify that the relationship mapping between servers and other components is correct. When that is confirmed, onward.
6. [bookmark: _Toc125658304]CI Types
CIs are categorized into six as shown in the following diagram:
[image: ]
[bookmark: _Toc125038142]Figure 2: CI Types
6.1.1. Service Lifecycle CIs
Service lifecycle CIs gives clear picture on:
· Services
· How services will be delivered?
· What benefits are expected?
· Service cost
6.1.2. Service CIs
Service CIs refers to −
· Service model
· Service package
· Release package
· Service resource assets
· Service capability assets
6.1.3. Organization CIs
Organization CIs are internal to an organization but independent of the service provider.
6.1.4. Internal CIs
CIs which are delivered by individual projects are known as Internal CIs.
6.1.5. External CIs
External CIs refer to external customer requirements and agreements, releases from supplier and external services.
6.1.6. Interface CIs
These CIs are required to deliver end-to-end service across a Service Provider Interface (SPI).
7. [bookmark: _Toc125658305]Configuration Management System (CMS)
Configuration Management System (CMS) contains one or more Configuration Management Databases (CMDB). The database contains information associated with a CI such as supplier, cost, purchase date, renewal date for licenses and maintenance contracts and other related documents such as SLA etc.
There are also other attributes for Configuration Items such as −
· Unique Identifier
· CI type
· Name/description
· Supply date
· Location
· Status
· License details
· Related document masters
· Related software masters
· Historical data
· Relationship type
· Application SLA
· Service Assets and Configuration Process
8. [bookmark: _Toc125658306]Benefits of Configuration Management
· Accommodates changes to and reuse of standards and best practices.
· Significantly reduces incident resolution time by using a central repository for critical infrastructure data that can be accessed by other applications.
· Includes configuration grouping and business relationships.
· Enables you to meet business and customer control objectives and requirements.
· Provides accurate configuration information to enable people to make decisions at the right time. For example, to authorize changes and releases or to resolve incidents and problems faster.
· Minimizes the number of quality and compliance issues caused by improper configuration of services and assets.
· Optimizes the use of service assets, IT configurations, capabilities, and resources.


[bookmark: _Toc125658307]Section B: Process
1. [bookmark: _Toc125658308]Configuration Management High-level Process
[image: Diagram
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[bookmark: _Toc125038143]Figure 3: Configuration Management Lifecycle Process
The Configurations typically goes through different lifecycle stages, like:
· Management and Planning
· Identification
· Configuration Control
· Status Accounting & Reporting
· Verification and Audit


1.1. [bookmark: _Toc125658309]Configuration Management and Planning Process
Objective: This activity plans and defines Configuration Management's purpose, scope, objectives, policies and procedures with the relevant organizational and technical considerations.
[image: Diagram, schematic
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[bookmark: _Toc125038144]Figure 4: Configuration Planning Process
It is important to get the right level of detail (too detailed makes it complex and expensive to administer, too little provides little value). It is important to devote sufficient time to this stage as corrections further down the road will be more costly to 'retro-fit'. Defining a data model is key, this will enable the organization to determine to which level of CI needs to recorded and subsequently managed. If the level is too low, control will be time consuming and adding little value. 
This is also the time to evaluate the tools needed to support the function so this is where the CMDB and associated tools should be chosen (once the requirements are understood). Other tools that are associated include those that 'discover' infrastructure components on the organization’s network(s). These are vital in maintaining information about CIs as otherwise a manual approach would be needed and this can be error-prone and expensive. Unfortunately these tools cannot be used automatically for non-networked equipment and so different procedures will need to be considered for this. 
As IT becomes more pervasive all sorts of 'non-standard' devices may be considered as part of the IT infrastructure (including PDAs, smart watches, wireless network access points, medical scanners and industrial robots).
1.2. [bookmark: _Toc125658310]Configuration Identification Process
Objective: To define and maintain the underlying structure of the CMS (the Configuration Model), so that it can hold all information on Configuration Items (CIs). This includes specifying the attributes describing CI types and their sub-components, as well as determining their interrelationships.
[image: ]
[bookmark: _Toc125038145]Figure 5: Configuration Identification Process
This activity selects and identifies the configuration structures for all infrastructure CIs, including their owners, their interrelationships and configuration documentation. It should also include setting up an identification scheme for all items, allocating identifiers and version numbers to CIs, labelling each physical item and recording details in the CMDB.
1.3. [bookmark: _Toc125658311]Configuration Control Process
Objective: To ensure that no Configuration Items are added or modified without the required authorization, and that such modifications are adequately recorded in the CMS.
This activity ensures that only authorised and identifiable CIs are accepted and recorded in the CMDB and that these are managed for their entire lifecycle from receipt to disposal. It ensures that no CI is added, modified, replaced or removed without appropriate controlling documentation (an approved Change Request and updated specification, where appropriate).
3a. CI Addition Process
[image: ]
[bookmark: _Toc125038146]Figure 6: CI Addition Process
3b. CI Update Process
[image: Diagram
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[bookmark: _Toc125038147]Figure 7: CI Addition Process
3c. CI Decommission Process
[image: Diagram
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[bookmark: _Toc125038148]Figure 8: CI Decommission Process


1.4. [bookmark: _Toc125658312]Configuration Status Accounting Process
Objective: This activity provides reporting capabilities for all current and historical data for each CI throughout its lifecycle. This enables changes to CIs and their records to be tracked from 'ordered' through to 'end-of-life'.
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[bookmark: _Toc125038149]Figure 9: Configuration Status Accounting Process


1.5. [bookmark: _Toc125658313]Configuration Verification and Audit Process
Objective: To ensure that no Configuration Items are added or modified without the required authorization, and that such modifications are adequately recorded in the CMS.
This activity ensures that reviews and audits to verify the physical existence of CIs are conducted at appropriate intervals. It also ensures that details of these are checked in the CMDB, and that corrective measure are triggered should there be missing, out-of-date or erroneous information held therein. An initial audit should be done soon after the first introduction of ITIL Configuration Management. Thereafter audits should be conducted at random and at a frequency based on results (many exceptions, more frequent).
The Configuration Manager will need to assess efficiency and effectiveness of Configuration Management on a regular basis. This should include checks to ensure that all changes to the IT Infrastructure have been properly authorised and details recorded correctly and in a timely manner in the CMDB.
[image: Diagram, schematic
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[bookmark: _Toc125038150]Figure 10: Configuration Verification and Audit Process



[bookmark: _Toc125658314]Section C: Roles & Responsibilities
1. [bookmark: _Toc125658315]Roles, Competencies & Responsibilities
Roles are described in the context of processes and activities. Roles are not job titles; one person can take on multiple roles and one role can be assigned to multiple people.
	Roles
	Responsibilities

	Configuration Process Owner
	· Owns the Configuration Management Process at all levels

	Configuration Manager
	· Managed the operational activities.
· Implements the service asset and configuration management policy and standards.
· Evaluates existing asset and configuration management systems and the design, implementation, and management of new/improved systems for efficiency and effectiveness
· Agrees scope of the asset & configuration management processes, function, the items that are to be controlled, and the information that is to be recorded
· Develops asset and configuration management standards, plans and procedures
· Ensures that the asset and configuration management methods and processes are properly approved and communicated to staff before being implemented
· Arranges recruitment and training of staff.
· Agrees assets to be uniquely identified with naming conventions; ensures that staff comply with identification standards for object types, environments, processes, lifecycles, documentation, versions, formats, baselines, releases, and templates
· Proposes/agrees interfaces with change management, problem management, network management, release management, computer operations, logistics, finance and administration functions
· Plans population of the asset DB; manages the asset DB, central libraries and tools; ensures regular housekeeping of the asset DB
· Agrees CIs to be uniquely identified with naming conventions. 
· Ensures that staff comply with identification standards. 
· Plans population of the CMS; manages CMS, central libraries, tools, common codes, and data; ensures regular housekeeping of the CMS 
· Provides reports, including management

	Configuration Analyst / Administrator
	· Responsible for ensuring active and consistent update of CMDB.
· Proposes and agrees with the Asset and Configuration Manager CIs to be uniquely identified with naming conventions; ensures that developers and configuration system users comply with identification standards for object types, environments, processes, lifecycles, documentation, versions, formats, baselines, releases and templates
· Liaises with the configuration Administrator/Librarian on population of the CMS
· Manages asset and CMS, central libraries, common codes, and data; ensures regular housekeeping of the asset and CMS
· Uses the CMS to facilitate impact assessment for RFCs and to ensure that implemented changes are as authorized
· Performs configuration audits to check that the physical IT inventory is consistent with the asset and CMS and initiates any necessary corrective action
· Creates and populates project libraries and CM system.
· Maintains project status information and status accounting records and reports

	CMS / Tools Administrator
	· Evaluates asset and configuration management tools and recommends those that best meet the organization’s budget, resource, timescale, and technical requirements; directly or indirectly customizes proprietary tools to produce effective asset and configuration management environments in terms of
databases and software libraries, workflows, and report generation
· Monitors the performance and capacity of existing asset and configuration management systems and recommends improvement opportunities and undertakes standard housekeeping and fine tuning under change control.
· Provides technical administration and support for the CMS, central libraries, tools’ common codes and data; undertakes regular technical housekeeping of the asset and CMS
· Ensures the integrity and operational performance of the CM systems

	Configuration Control Board (CCB)
	· Defines and controls the service configuration baselines in terms of core and support services, applications, information, service, technical, infrastructure ensuring that they meet the requirements established in the service design.
· Reviews changes in the service configuration for compliance with standards, contractual and internal requirements

	· CI Owner
	The CI Owners function involves planning, design, development and implementation activities and they are responsible for:
· Perform impact assessment on RFC and identify any change dependencies.
· Ensure accuracy of CMDB data for owned CIs including relationships to other CIs.
· Creating RFCs for changes they initiate and secure approval for the change.
· Managing the implementation of RFCs for CIs that they own.
· Compiling & maintaining detailed documentation of the configuration of their system





2. [bookmark: _Toc125658316]RACI Matrix
	Activity Description
	CI Owner
	Configuration Analyst
	Configuration Manager
	Process Owner

	Process planning and design

	Produce configuration management plan
	
	C
	R
	R/A

	Define CMDB structure
	
	C
	R
	R/A

	Determine CI selection guidelines
	
	C
	R
	R/A

	Populate CMDB
	
	C
	R/A
	

	Perform initial audit
	
	R
	R/A
	C

	Baseline CMDB
	
	I
	R/A
	I

	Configuration identification

	Validate update request
	C
	R
	R/A
	

	Validate CI attributes
	
	R
	R/A
	

	Review invalid attributes
	C
	R
	R/A
	

	Update CMDB
	C
	R
	R/A
	

	Publish new CI types
	I
	R
	R/A
	I

	Configuration control

	Validate update request
	C
	
	R/A
	

	Add CI
	C
	R
	R/A
	I

	Update CI
	R
	R
	R/A
	

	Decommission CI
	R
	R
	R/A
	

	Status Accounting and Reporting

	Authorize or reject report request
	I
	R
	R/A
	

	Create or update configuration management report
	
	R
	R/A
	

	Generate configuration management report
	
	R
	R/A
	

	Distribute configuration management report
	I
	R
	R/A
	

	Verification and audit

	Approve verification and audit request
	
	
	R
	A

	Execute audit
	
	R/A
	
	

	Reconcile with CMDB
	
	R/A
	
	

	Determine corrective action
	R/A
	I
	
	

	Initiate corrective CMDB action 
	
	R/A
	
	

	Execute corrective action
	I
	R/A
	
	




[bookmark: _Toc125658317]﻿Section D: Governance & Process Controls
1. [bookmark: _Toc125658318]Process Controls
Process controls represent the policies and guidelines on how the process will operate along with the metrics for measuring the process and they provide direction over the operation of process by defining constraints or boundaries within which the process must operate.
	Sl.No.
	Name
	Description

	1
	Configuration Management Plan
	The plan defines the specific Configuration Management activities. Configuration Management should decide what level of Configuration Management is required for the selected service or project that is delivering changes and how this level will be achieved

	2
	Configuration Control
	No CI should be added, modified, replaced, or removed without appropriate controlling documentation or procedure being followed

	3
	Verification & Audit
	Establish a policy to Check that release and configuration documentation is present before making a release.
Plans should be made for regular configuration audits to check that the CMDB and related configuration information is consistent with the physical state of all CIs, and vice versa



2. [bookmark: _Toc125658319]Key Metrics
The following are the list of key performance indicators (KPIs) that have been selected for tracking the success of the Configuration Management process. The KPIs will be measured and calculated as a percentage and reflected in the monthly SLA reports.
1 [bookmark: _Toc18604953][bookmark: _Toc21956947][bookmark: _Toc22559323][bookmark: _Toc26182620][bookmark: _Toc26208904][bookmark: _Toc26208972][bookmark: _Toc26210309][bookmark: _Toc29549720][bookmark: _Toc29549776][bookmark: _Toc29560815][bookmark: _Toc29560868][bookmark: _Toc30164481][bookmark: _Toc30164626][bookmark: _Toc35614901][bookmark: _Toc40192956][bookmark: _Toc125038051][bookmark: _Toc125038080][bookmark: _Toc125038561][bookmark: _Toc125127484][bookmark: _Toc125135317][bookmark: _Toc125658320]
2 [bookmark: _Toc18604954][bookmark: _Toc21956948][bookmark: _Toc22559324][bookmark: _Toc26182621][bookmark: _Toc26208905][bookmark: _Toc26208973][bookmark: _Toc26210310][bookmark: _Toc29549721][bookmark: _Toc29549777][bookmark: _Toc29560816][bookmark: _Toc29560869][bookmark: _Toc30164482][bookmark: _Toc30164627][bookmark: _Toc35614902][bookmark: _Toc40192957][bookmark: _Toc125038052][bookmark: _Toc125038081][bookmark: _Toc125038562][bookmark: _Toc125127485][bookmark: _Toc125135318][bookmark: _Toc125658321]
1 [bookmark: _Toc18604961][bookmark: _Toc21956949][bookmark: _Toc22559325][bookmark: _Toc26182622][bookmark: _Toc26208906][bookmark: _Toc26208974][bookmark: _Toc26210311][bookmark: _Toc29549722][bookmark: _Toc29549778][bookmark: _Toc29560817][bookmark: _Toc29560870][bookmark: _Toc30164483][bookmark: _Toc30164628][bookmark: _Toc35614903][bookmark: _Toc40192958][bookmark: _Toc125038053][bookmark: _Toc125038082][bookmark: _Toc125038563][bookmark: _Toc125127486][bookmark: _Toc125135319][bookmark: _Toc125658322]
2 [bookmark: _Toc18604962][bookmark: _Toc21956950][bookmark: _Toc22559326][bookmark: _Toc26182623][bookmark: _Toc26208907][bookmark: _Toc26208975][bookmark: _Toc26210312][bookmark: _Toc29549723][bookmark: _Toc29549779][bookmark: _Toc29560818][bookmark: _Toc29560871][bookmark: _Toc30164484][bookmark: _Toc30164629][bookmark: _Toc35614904][bookmark: _Toc40192959][bookmark: _Toc125038054][bookmark: _Toc125038083][bookmark: _Toc125038564][bookmark: _Toc125127487][bookmark: _Toc125135320][bookmark: _Toc125658323]
3 [bookmark: _Toc18604963][bookmark: _Toc21956951][bookmark: _Toc22559327][bookmark: _Toc26182624][bookmark: _Toc26208908][bookmark: _Toc26208976][bookmark: _Toc26210313][bookmark: _Toc29549724][bookmark: _Toc29549780][bookmark: _Toc29560819][bookmark: _Toc29560872][bookmark: _Toc30164485][bookmark: _Toc30164630][bookmark: _Toc35614905][bookmark: _Toc40192960][bookmark: _Toc125038055][bookmark: _Toc125038084][bookmark: _Toc125038565][bookmark: _Toc125127488][bookmark: _Toc125135321][bookmark: _Toc125658324]
· Verification Frequency
· Number of Incidents owing to inaccurate CMS Information
· Effort for CMS Verifications
· CMS Coverage
· Number of unauthorized Changes detected automatically.
· Number of CMS Errors
3. [bookmark: _Toc125658325]Reports
The following table lists the report that help identify trends and allow review of the health of the process. The decisive test of the relevance of a report is to have a sound answer to the question, “What decisions is this report helping management to make?”
	Report
	Frequency / Who / Notes

	Asset Report
	This report displays a list of all the CIs in a specified view, their attribute values, as well as their child CIs in the CMDB

	CI Change Report
	The CI Change report enables you to view and analyse the actual changes made to a specific CI and its children.

	CMDB Utilization Report
	This report displays general CMDB statistics

	All authorized changes
	This reports all authorized changes that occurred between two points in time

	Actual policy statuses
	Displays policy status information on all CIs for which there are defined policies

	In-breach CIs
	Displays policy status information for all CIs whose policies are in breach

	Impact Analysis Report
	This report displays a list of CIs that are impacted in the system because of simulated changes.



4. [bookmark: _Toc125658326]Inter-relationships with other Processes
The following table lists the inter-relationship Configuration Management has with other ITIL processes: 
	Process Name
	How is it related with Configuration Management?

	Change Management
	When we are planning certain change, it is useful to refer to particular items from the configuration database and be ready to display other changes that are counting with it and display dependencies. We will avoid conflicting activities and can estimate well the whole impact based on the item relationship. 

	Release Management
	When we plan an application release, it is useful to mark items that are subject of the release both for a proper release approval and for ensuring that the release contains everything that should be deployed. 

	Incident and Problem Management
	If there is an outage or degradation of a certain service, we can easily identify items which were subject of a change recently and which may be likely a root cause of the outage. This will help to resolve the incident quickly. 

If we found out that we have solved the same incident on the item repeatedly in the past (configuration item was repeatedly linked to the same incidents), it will be clear that we should pay attention to the root cause further, in the process called Problem management. 

	Asset Management
	Many configuration items are assets that we are managing also from the perspective of Asset Management. IT provides information about the status, location and changes to the Finance teams. This includes entering items in the inventory, regular inventory checks, questions of technical improvement and decommissioning.  

	Project Management
	Projects and project managers can get a valuable information from CMDB. It is suitable to determine already in the phase of feasibility study and project approval which configuration items will be impacted by the project and how. If we do so, we will significantly increase quality of this study and accuracy of cost estimates. We will also know which technical and business teams will be needed in the project. Without these considerations we are risking project delay and unexpected cost during project implementation. Project outputs should also be reflected in the Configuration database. Therefore, binding rules defining interaction of projects and Configuration management should be developed. Everyone in the organization should get familiar with these rules and follow them.  

	Information Security
	Configuration database provides an easy access to fundamental information for assessing information systems’ security, risks, and vulnerabilities. Information security team should also assess risks resulting from access rights of particular roles working in the Configuration database with particular configuration items. Sensitive data stored in the Configuration database might be e.g., IP addresses, patch levels, communication protocols, administrator names and their phone numbers. 
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CMDB_Template_V2.1.xlsx
Header

				GAVS CMDB Template												Version Number:		2.1





																Last Updated on:		1/3/23





				Version No.		Release Date		Process Improvement Proposal Reference No.		Summary of Changes		Prepared By		Approved By

				2.0		3/19/20		Updated Version as per Process 2.0 guidelines		Added new columns		Gouri Mahendru		Sekar T

				2.1		3-Jan-23		Updated version as per Playbook Execution project		Revised CI planning, data model and other Tabs with Mandate attributes		Gouri Mahendru





CMDB Design

				Fig.1: Configuration Items Types

				Fig.2: Elementary distribution of Configuration Items into layers														Fig.3: Detailed distribution of Configuration Items into layers

				Fig.4: Particular Configuration Items types inherit common properties from the common parent class





CI Records Template

		The details of actual CIs ("instances of CI types") are stored in CI Records. The exact set of attributes to be maintained for a CI will vary depending on the CI type at hand, as specified in the Configuration Model.

		CI Records typically contain the following information:

		1		Identifier

				(Unique identifier - ID)



		2		Name

				Description



		3		CI owner

				(CI owner/ person in charge)

		4		CI type



		5		Manufacturer information

				1. Manufacturer name

				2. Serial number

				3. License number/ reference to license contract



		6		Version information

				Location

				1. Physical location, if applicable

				2. Logical location, if applicable (e.g. URL or directory on a fileserver)



		7		Modification history of the CI Record

				1. Date of CI Record creation

				2. Modifications

				1. Date

				2. Person in charge

				3. Description of modification



		8		Status history

				(description of the life cycle of a CI with status values, as for example "Undergoing Test", ..., "Active", ..., "Undergoing Maintenance", ..., "Out of Operation", ...)

				1. Present status and version

				2. Status and version history (historical Changes to the status of the CI or Changes planned for the future)

				1. Status change

				2. Description

				3. Time and date of the Change in status



		9		Relationships to other CIs

				E.g.

				1. "Is a component of"

				2. "Is associated with"

				3. "Uses"

				4. "Is a new version of"

				5. "Will be replaced by", …

				6. ... including relationships to services supported by the CI.



		10		Licensing information



		11		Document references

				1. Contractual documentation

				2. Operating documentation

				3. User documentation

				4. Emergency-relevant documentation

				5. Other documentation





CI Attributes Help

		CI

Antoine Stinissen: Configuration Item		Attribute Category		Attribute Level 1		Attribute Level 2		Attribute Level 3		Mandatory

Antoine Stinissen: Mandatory Field
(Must Have/Should Have/Could Have		Outset

Antoine Stinissen: Initial Population (Manual/ Automatic/Relation)		Maintenance

Antoine Stinissen: Maintenance: (Manual/Automatic/DNC)




		CI Name



				General

						HW-Server-ID						Must Have		Manual		DNC

						Serial No						Must Have		Manual		DNC

						CI Type (e.g. Mainframe, Midrange, Local Server, Printer Server)						Must Have		Manual		-

						Description						Should Have		Manual		Manual

						Make/Model						Must Have		Manual		-

						Status (e.g. Stock, Deployed, Redundant)						Must Have		Manual		Manual

						Supply Date						Must Have		Manual		-

						Supply Type (Purchase, Lease, Rental, Loan)						Must Have		Manual		Manual

						Warranty Period						Should Have		Manual		-

						Life expextancy						Should Have		Manual		-

						Purchase Order Number						Must Have		Link		Automatic

						Manufacturer						Must Have		Relation		-

						Supplier						Should Have		Link		Automatic

						Organisation						Must Have		Relation		-

						Person						Could Have		Relation		-

						Parent CI						Could Have		Relation		-

						Badge No						Must Have		Manual		-















Click on the header fields to read the explaining comments

A brown row indicates a link with an external system

A blue row indicates a relationship with another CI

A purple row indicates that needs to be determined whether this is a valid attribute



HW-Server

		CI		Attribute Category		Attribute Level 1		Attribute Level 2		Attribute Level 3		Mandatory		Outset		Maintenance

		HW-Server

				General

						HW-Server-ID						Must Have		Manual		DNC

						Serial No						Must Have		Manual		DNC

						CI Type (e.g. Mainframe, Midrange, Local Server, Printer Server)						Must Have		Manual		-

						Description						Should Have		Manual		Manual

						Make/Model						Must Have		Manual		DNC

						Status (e.g. Stock, Deployed, Redundant)						Must Have		Manual		Manual

						Supply Date						Must Have		Manual		DNC

						Supply Type (Purchase, Lease, Rental, Loan)						Must Have		Manual		Manual

						Warranty Period						Should Have		Manual		-

						Life expectancy						Should Have		Manual		-

						Purchase Order Number						Must Have		Link		DNC

						Manufacturer						Must Have		Relation		-

						Supplier						Should Have		Link		DNC

						Organisation						Must Have		Relation		Manual

						Person						Could Have		Relation		Manual

						Relationship Type						Must Have		Relation		Automatic

						Badge No						Must Have		Manual		DNC

						Old Badge No						Could Have		Manual		DNC

				Operation

						Supporting unit						Should Have		Manual		Manual

						Role/function						Should Have		Manual		Manual

						Maintenance schedule						Could Have		Manual		Manual

						Service chain						Could Have		Manual		Manual

						Contingency items						Could Have		Manual		Manual

						Backup details						Could Have		Manual		Automatic

						Nearest printer						Could Have		Manual		Automatic

						Domain name						Should Have		Manual		Automatic

						Location						Could Have		Relation		-

				Hardware

						Memory		Type/Class				Could Have		Manual		Automatic

								Qty				Must Have		Manual		Automatic

						Hard Drives		Number				Must Have		Manual		Automatic

								Capacity				Must Have		Manual		Automatic

								Utilisation				Could Have		Manual		Automatic

								Serial no				Could Have		Manual		Automatic

								Make/model				Could Have		Manual		Automatic

						Keyboard type						Could Have		Manual		Manual

						Mouse type						Could Have		Manual		Automatic

						CPU's		Type				Must Have		Manual		Automatic

								Speed				Should Have		Manual		Automatic

								Serial no				Should Have		Manual		Automatic

						Network Connection's		Cable No				Must Have		Manual		Automatic

								Mac Address				Must Have		Manual		Automatic

								3270 Address				Must Have		Manual		Automatic

								Protocol				Must Have		Manual		Automatic

								BT Circuit no				Must Have		Manual		Automatic

								Token Ring/Eth				Must Have		Manual		Automatic

								Fixed IP Address				Must Have		Manual		Automatic

						Additional cards		Type				Should Have		Manual		Automatic

								Make/model				Could Have		Manual		Automatic

								Role/Function				Could Have		Manual		Manual

						Peripherals						Should Have		Manual		Relation





HW-Workstation

		CI		Attribute Category		Attribute Level 1		Attribute Level 2		Attribute Level 3		Mandatory		Outset		Maintenance

		HW-Workstation

				General

						HW-Workstation-ID						Must Have		Manual		DNC

						Serial No						Must Have		Manual		DNC

						CI Type (e.g. Desktop Remote, Desktop Network, Laptop)						Must Have		Manual		-

						Description						Should Have		Manual		Manual

						Make/Model						Must Have		Manual		DNC

						Status (e.g. Stock, Deployed, Redundant)						Must Have		Manual		Manual

						Supply Date						Must Have		Manual		DNC

						Supply Type (Purchase, Lease, Rental, Loan)						Must Have		Manual		Manual

						Warranty Period						Should Have		Manual		-

						Life expectancy						Should Have		Manual		-

						Purchase Order Number						Must Have		Link		DNC

						Manufacturer						Must Have		Relation		-

						Supplier						Should Have		Link		DNC

						Organisation						Must Have		Relation		Manual

						Person						Could Have		Relation		Manual

						Relationship Type						Could Have		Relation		Automatic

						SSL Badge No						Must Have		Manual		DNC

						Old Badge No						Could Have		Manual		DNC

						Location						Could Have		Relation



				Hardware

						Memory		Type/Class				Could Have		Manual		Automatic

								Qty				Must Have		Manual		Automatic

						Hard Drive		Capacity				Must Have		Manual		Automatic

								Utilisation				Could Have		Manual		Automatic

								Serial no				Could Have		Manual		Automatic

								Make/model				Could Have		Manual		Automatic

						Keyboard type						Could Have		Manual		Automatic

						Mouse type						Could Have		Manual		Automatic

						CPU		Type 				Must Have		Manual		Automatic

								Speed				Should Have		Manual		Automatic

								Serial no				Should Have		Manual		Automatic

						Network Connection		Cable No				Must Have		Manual		Automatic

								Mac Address				Must Have		Manual		Automatic

								3270 Address				Must Have		Manual		Automatic

								Protocol				Must Have		Manual		Automatic

								BT Circuit no				Must Have		Manual		Automatic

								Token Ring/Eth				Must Have		Manual		Automatic

								Server ID				Must Have		Manual		Automatic

						Additional cards		Type				Should Have		Manual		Automatic

								Make/model				Could Have		Manual		Automatic

								Role/Function				Could Have		Manual		Manual

						Peripherals		Type				Must Have		Manual		Automatic

				Software

						Software						Must Have		Relation		Manual





HW-Peripheral

		CI		Attribute Category		Attribute Level 1		Attribute Level 2		Attribute Level 3		Mandatory		Outset		Maintenance

		HW-Peripheral

				General

						HW-Peripheral-ID						Must Have		Manual		DNC

						Serial No						Must Have		Manual		DNC

						CI Type (e.g. Printer standalone, Tape Drive, External Drive)						Must Have		Manual		-

						Description						Should Have		Manual		Manual

						Make/Model						Must Have		Manual		DNC

						Status (e.g. Stock, Deployed, Redundant)						Must Have		Manual		Manual

						Supply Date						Must Have		Manual		DNC

						Supply Type (Purchase, Lease, Rental, Loan)						Must Have		Manual		Manual

						Warranty Period						Should Have		Manual		-

						Life expectancy						Should Have		Manual		-

						Purchase Order Number						Must Have		Link		DNC

						Manufacturer						Must Have		Relation		-

						Supplier						Should Have		Link		DNC

						Organisation						Must Have		Relation		-

						Person						Could Have		Relation		-

						Relationship Type						Must Have		Relation		Automatic

						SSL Badge No						Must Have		Manual		DNC

						Old Badge No						Could Have		Manual		DNC

						Location						Could Have		Relation		-



				Hardware

						Equipment type						Must Have		Manual		Manual

				Software

						Software						Could Have		Relation		-

				Support

						SLA						Could Have		Manual		Manual

						Contact						Could Have		Manual		Manual

						3rd party						Could Have		Manual		Manual

						Maintenance schedule						Could Have		Manual		Manual





SW-Build

		CI		Attribute Category		Attribute Level 1		Attribute Level 2		Attribute Level 3		Mandatory		Outset		Maintenance

		SW-Build

				General

						SW-Build-ID						Must Have		Manual		DNC

						Serial No						Should Have		Manual		-

						CI Type (e.g. xxx)						Must Have		Manual		DNC

						Description						Should Have		Manual		Manual

						Version						Must Have		Manual		DNC

						Status (e.g. Stock, Deployed, Redundant)						Must Have		Manual		Manual

						Supply Date						Must Have		Manual		DNC

						Supply Type (Purchase, Lease, Rental, Loan)						Must Have		Manual		Manual

						Warranty Period						Should Have		Manual		-

						Purchase Order Number						Must Have		Link		DNC

						Manufacturer						Must Have		Relation		-

						Supplier						Should Have		Link		DNC

						Organisation/Owner						Must Have		Relation		-

						Person						Could Have		Relation		-

						Platform						Must Have		Manual		Manual

						Function/role						Must Have		Manual		Manual

						Critical system						Must Have		Manual		Manual

						Electronic Location						Must Have		Manual		Manual

						Licence						Must Have		Manual		Manual

								Licence Type				Must Have		Manual		Manual

								Licence Number				Must Have		Manual		Manual





SW-Inhouse

		CI		Attribute Category		Attribute Level 1		Attribute Level 2		Attribute Level 3		Mandatory		Outset		Maintenance



		SW-In House

				General

						SW-In House-ID						Must Have		Manual		DNC

						CI Type (e.g. Module, Database)						Must Have		Manual		DNC

						Description						Should Have		Manual		Manual

						Version						Must Have		Manual		DNC

						Status (e.g. Stock, Deployed, Redundant)						Must Have		Manual		Manual

						Creation Date						Must Have		Manual		DNC

						Organisation (Owner)						Must Have		Relation		-

						Person (users)						Could Have		Relation		-

						Platform						Must Have		Manual		Manual

						Function/role						Must Have		Manual		Manual

						Critical system						Must Have		Manual		Manual

						Electronic Location						Must Have		Manual		Manual





				Components

						Source						Must Have		Manual		Manual

						Object						Must Have		Manual		Manual

						Data						Must Have		Manual		Manual

						Component list						Must Have		Manual		Manual

						Dependencies						Should Have		Manual		Manual





SW-3rd Party

		CI		Attribute Category		Attribute Level 1		Attribute Level 2		Attribute Level 3		Mandatory		Outset		Maintenance



		SW-3rd Party



				General

						SW-3rd Party-ID						Must Have		Manual		DNC

						Serial No						Should Have		Manual		-

						CI Type (e.g. Suite, Program)						Must Have		Manual		DNC

						Description						Should Have		Manual		Manual

						Version						Must Have		Manual		DNC

						Status (e.g. Stock, Deployed, Redundant)						Must Have		Manual		Manual

						Supply Date						Must Have		Manual		DNC

						Supply Type (Purchase, Lease, Rental, Loan)						Must Have		Manual		Manual

						Warranty Period						Should Have		Manual		-

						Purchase Order Number						Must Have		Link		DNC

						Manufacturer						Must Have		Relation		-

						Supplier						Should Have		Link		DNC

						Organisation/Owner						Must Have		Relation		-

						Person						Could Have		Relation		-

						Platform						Must Have		Manual		Manual

						Function/role						Must Have		Manual		Manual

						Critical system						Must Have		Manual		Manual

						Electronic Location						Must Have		Manual		Manual

						Licence						Must Have		Manual		Manual

								Licence Type				Must Have		Manual		Manual

								Licence Number				Must Have		Manual		Manual
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Config-Audit%20Verification_Template_V1.2.xlsx
Header

				GAVS CONFIGURATION ITEM AUDIT VERIFICATION TEMPLATE												Version Number:		1.2





																Last Updated on:		1/3/23





				Version No.		Release Date		Process Improvement Proposal Reference No.		Summary of Changes		Prepared By		Approved By

				1.0		3/28/14		NA		Initial Document		Rathan		Sekar.T

				1.1		5/1/17		NA		Changed the GAVS logo		Emmanuel.F		Sekar.T

				1.2		3-Jan-23		NA		Annual Review		Gouri Mahendru





Config_Audit Verification

						Configuration Audit Verification 								CVA/01		V2.1

												Enter monthly volumes in the columns below

								6		6		6		6		6

		Add month of audit to heading		4		Baseline Audit *		Audit 1 [month]		Audit 2 [month]		Audit 3 [month]		Audit 4 [month]		Audit 5 [month]

		Number of configuration items recorded in CMDB		4

		Number of physical configuration items		4

		Number of incorrect records in CMDB		4

						* Baseline audit figures should be the same



						Only the area below this line is set to print















































Configuration Management Audit and Verification

Number of configuration items recorded in CMDB	Baseline Audit *	Audit 1 [month]	Audit 2 [month]	Audit 3 [month]	Audit 4 [month]	Audit 5 [month]	Number of physical configuration items	Baseline Audit *	Audit 1 [month]	Audit 2 [month]	Audit 3 [month]	Audit 4 [month]	Audit 5 [month]	Number of incorrect records in CMDB	Baseline Audit *	Audit 1 [month]	Audit 2 [month]	Audit 3 [month]	Audit 4 [month]	Audit 5 [month]	Audit point



Number of items







image1.png







image2.png








image18.emf
Configuration%20 Management%20(CM)%20Plan_Template_V1.0.docx


Configuration%20Management%20(CM)%20Plan_Template_V1.0.docx
[image: D:\Old PC D Drive Data\backup\Projects\ADCB\final\ADCB_Staff-Augmentation-RFP-cover_page.jpg][image: ]Enterprise Configuration Management Plan_Template  

[image: D:\Old PC D Drive Data\backup\Projects\ADCB\final\ADCB_Staff-Augmentation-RFP-cover_page.jpg][image: D:\Old PC D Drive Data\backup\Projects\ADCB\final\ADCB_Staff-Augmentation-RFP-cover_page.jpg][image: D:\Old PC D Drive Data\backup\Projects\ADCB\final\ADCB_Staff-Augmentation-RFP-cover_page.jpg]	





















[image: D:\Old PC D Drive Data\backup\Projects\ADCB\final\ADCB_Staff-Augmentation-RFP-cover_page.jpg]Enterprise Configuration Management Plan

CM Plan Template











[image: D:\Old PC D Drive Data\backup\Projects\ADCB\final\ADCB_Staff-Augmentation-RFP-cover_page.jpg]



GAVS Technologies N.A., Inc

116 Village Blvd, Suite 200, Princeton,

New Jersey 08540, USA.

http://www.gavstech.com/







[image: D:\Old PC D Drive Data\backup\Projects\ADCB\final\ADCB_Staff-Augmentation-RFP-cover_page.jpg]






Document Version

		Document Revision Number

		1.0



		Effective Date

		3-Jan-23



		Owner

		GAVS Quality Team



		Modified by

		Gouri Mahendru



		Approved by

		





Document Revision History

		Version No.

		Release date

		Summary of changes

		Prepared by

		Approved by



		1.0

		3-Jan-23

		Initial Version

		Gouri Mahendru

		









































TABLE OF CONTENTS

1.0 Overview	6

1.1	Project Background	6

1.2	Purpose & Scope	6

1.3	Assumptions/Constraints	6

1.4	Roles & Responsibilities	6

2.0 Configuration Management Strategy	7

2.1	Configuration Management Strategy Overview	7

2.2	Documentation Repositories	7

2.3	Technical Environments	7

2.3.1. Development Environment	8

2.3.2. Test Environment	8

2.3.3. Pre-production Environment	8

2.3.4. Production Environment	8

2.3.5. Tools used to manage Technical Environment	8

2.3.6. Environment Access	8

2.3.7. Environment Schedule	8

2.3.8. Environment Maintenance	8

3.0 Configuration Items (CI)	8

3.1	CI Identification and Management	8

3.1.1. CI Class: Software / Code	9

3.1.2. Infrastructure Configuration Items	9

3.1.3. Database Configuration Items	9

4.0 Configuration Management System	10

4.1	Change Management	10

4.2	Documentation Configuration Management System	10

4.3	Software / Code Configuration Management	10

4.4	Infrastructure Configuration Management	10

4.5	Interface Configuration Management	11

4.6	Database Configuration Management	11

4.7	CM Plan Maintenance	11

5.0	Configuration Management Automation Support	11

5.1	Automated Tools	11

5.2	Workspace Management	11

5.3	Build Management	11






TABLE OF FIGURES



Table 1: Roles & Responsibilities	6

Table 2: Tools used for Environment Management	8

Table 3: Controlled Code Configuration Items	9

Table 4: Infrastructure Configuration Items	9






[bookmark: _Toc292282843][bookmark: _Toc292723747][bookmark: _Toc125368868]1.0 Overview

<<This document should be reviewed and approved by both the GAVS and the Customer Program Managers. >>

1.1 [bookmark: _Toc125368869]Project Background

<< Provide a brief description of this project, including the purpose of the new or modified system, the functions it will perform, and the business processes that the system is intended to support. Also, describe the business need and benefits of the new capability and align the new capability with strategic goals and mission objectives. >>

1.2 [bookmark: _Toc125368870]Purpose & Scope

<< Describe the purpose and objectives of the Configuration Management Plan. Suggested text is provided below. 

The Configuration Management Plan establishes uniform CM practices for managing system software, hardware, and documentation changes throughout the lifecycle. Specifically, the CM Plan:

· Identifies items placed under configuration control.

· Establishes system and document identification conventions.

· Determines the baselines to be established.

· Describes the methods for controlling, tracking, implementing, and reporting changes.

· Establishes configuration status accounting procedures for maintaining baselines.

· Describes the configuration audits to be performed and identifies the organizations that will perform the audits.

· Documents how CM software tools will be used to support project-level CM. >>

1.3 [bookmark: _Toc125368871]Assumptions/Constraints 

<< Identify the assumptions/constraints whose outcomes affect this program.  If no assumptions exist, include a sentence stating that fact: “No assumptions are included at this time” >>

1.4 [bookmark: _Toc125368872]Roles & Responsibilities

<< Below is a table summarizing the key roles and responsibilities involved in executing the project's Configuration Management Plan. Modify or adjust to meet project-specific requirements. >>

[bookmark: _Toc125368860]Table 1: Roles & Responsibilities

		Role

		Responsibilities



		CMS Team / Configuration System Analyst 

· Enter information within the CMDB

· Attend and participate in CCB meetings.

· Create and update data within the CMDB about in-scope services, systems, documents, and components

		· Attend and participate in CCB meetings.

· Create and update data within the CMDB about in-scope services, systems, documents, and components. 

· Overseeing the design, coding, and testing of reports as needed

· Collecting and reporting on metrics as required

· Identifying service improvement opportunities



		Configuration Manager

· Responsible to ensure daily end-to-end delivery of CM services in accordance to CM plan

· Accountable for ensuring that the CMS is accurate and complete

		· Tracking compliance to policies and procedures and resolving or escalating any compliance issues 

· Facilitating CM audits 

· Reviewing critical incident outage resolution results and responses and dispositions of failed changes due to issues related to CMS

· Reviewing and approving all changes to the CMS infrastructure where applicable

· Mentoring the organization of CM services, concepts, policies, and procedures 

· Chairing the configuration control board (CCB) and enacting changes as directed



		Technical Owners

· Responsible for the data in the CMS regarding their system

		· Advise the CCB on how to build the data model. 

· Assist the CCB on populating the data for the respective system.

· Submit requests for change (RFCs) for the respective system to the CAB and to CCB whenever the attributes for CIs are going to be changed.



		Configuration Auditor

· Validate the data and information within the CMDB

		· Advise the CCB on the quality of the information within the CMS.

· Perform audits on configuration management database and on configuration management processes.



		Process Owner

· Senior Manager serving as CM Process owner accountable for ensuring that CM personnel are capable of meeting CM’s objective

		· Establishing and communicating the goals and objectives of CM in alignment with other IT service management efforts 

· Ensuring resources are dedicated to support the day-to-day CM delivery 

· Ensuring consistent execution of the process across all IT departments





[bookmark: _Toc125368873]2.0 Configuration Management Strategy

2 [bookmark: _Toc123591522][bookmark: _Toc123591583][bookmark: _Toc125368753][bookmark: _Toc125368874]

2.1 [bookmark: _Toc125368875]Configuration Management Strategy Overview

<< Describe the Configuration Management Strategy for the project. Suggested text is provided below.

“The Configuration Management Strategy describes the planned activities to accomplish the setup and management of project environments related to the project.” >>

2.2 [bookmark: _Toc125368876]Documentation Repositories

<< Describe the overall strategy for the overall project’s usage of documentation repositories. >>

2.3 [bookmark: _Toc125368877]Technical Environments

<< Describe the overall strategy for the project’s technical environments.  Example, Dev, Test, Prod and additional environment as needed. >>

[bookmark: _Toc125368878]2.3.1. Development Environment

<< Describe the development environment that the project will use and its purpose. >>

[bookmark: _Toc125368879]2.3.2. Test Environment

<< Describe the test environment that the project will use and its purpose. >>

[bookmark: _Toc125368880]2.3.3. Pre-production Environment

<< Describe the pre-production environment that the project will use and its purpose. >>

[bookmark: _Toc125368881]2.3.4. Production Environment

<< Describe the production environment that the project will use and its purpose. >>

[bookmark: _Toc125368882]2.3.5. Tools used to manage Technical Environment

<< Describe the tools used to support the configuration management activities in the table below. >>



[bookmark: _Toc125368861]Table 2: Tools used for Environment Management

		Tool used to manage technical environments

		Tool Description and Functions



		

		



		

		



		<<Add more rows as necessary>>

		<<insert description of tool>>





[bookmark: _Toc125368883]2.3.6. Environment Access

<< Describe the overall strategy for granting access to the project’s environments. >>

[bookmark: _Toc125368884]2.3.7. Environment Schedule

<< Document the environment schedule to identify dates when environments will be made available. A roadmap may be utilized to show the environment build time with dates and milestones. >>

[bookmark: _Toc125368885]2.3.8. Environment Maintenance

<< Describe the overall strategy for maintaining the project’s environments.  This should be at a high level and should reference more detailed documentation where the plans for these activities live. >>

[bookmark: _Toc125368886]3.0 Configuration Items (CI)	

3 [bookmark: _Toc123591535][bookmark: _Toc123591596][bookmark: _Toc125368766][bookmark: _Toc125368887]

3.1 [bookmark: _Toc125368888]CI Identification and Management

<< Identify the CIs to be managed and controlled and specify a means of identifying changes to the CIs and related baselines. At a minimum, project work products, the system itself, all COTS software and hardware for the system (or application) to function, and any support software developed in-house or by contractor should be a CI. For development projects, the provider’s “release” of the hosted product should be considered a CI; significant configuration settings related to the hosted product should be tracked as separate CIs. >>

[bookmark: _Toc125368889]3.1.1. CI Class: Software / Code

<< Identify the types of controlled code configuration items managed by the project. Examples include source code, scripts, etc. Note: It is not necessary to identify all source code files. >>



[bookmark: _Toc125368862]Table 3: Controlled Code Configuration Items

		Controlled Software / Code

		Configuration Management System



		<<Insert applicable category of code>>

		<<Insert the applicable CM system used to manage this configuration item.>>



		<<Insert applicable category of software configuration>>

		<<Insert the applicable CM system used to manage this configuration item.>>



		

		





[bookmark: _Toc448133070][bookmark: _Toc125368890]3.1.2. Infrastructure Configuration Items

<< If the project does not control the infrastructure configuration items, then this section may be deleted. Describe the project’s controlled infrastructure configuration items using the table below or an equivalent. If a project has a specific deliverable or set of deliverables that describes its infrastructure configuration items, a reference to those deliverables may be used in place of a table. If cloud services provider is used, please include the service provider name (ex. Azure, AWS, Salesforce, etc.) and their associated CI items here. >>



[bookmark: _Toc125368863]Table 4: Infrastructure Configuration Items

		Controlled Infrastructure Configuration Items



		#

		Category

		Product

		Version

		Location / Server

		Access Control

		Applicable Environments



		1

		<< enter category >>

		<< enter product >>

		<< enter version # >>

		<< enter location / server where the item is stored >>

		<< enter appropriate access controls >> 

		<< for e.g., development, testing >>



		

		

		

		

		

		

		





[bookmark: _Toc125368891]3.1.3. Database Configuration Items

<< Identify the types of database configuration items managed by the project. >>

[bookmark: _Toc125368892]4.0 Configuration Management System

4 [bookmark: _Toc123591541][bookmark: _Toc123591602][bookmark: _Toc125368772][bookmark: _Toc125368893]

4.1 [bookmark: _Toc125368894]Change Management

<< Define the process for controlling changes to the system baselines and for tracking the implementation of those changes.  Usually a system change request (SCR) is used to provide information concerning the need to change a baseline system or system component (hardware, software, or documentation). If these processes are detailed in a separate, more detailed plan it should be referenced here. >>

4.2 [bookmark: _Toc125368895]Documentation Configuration Management System

<< Describe the project documentation configuration management system(s), including the naming of the system, the purpose, naming standards, directory structure standards, owner, access and version controls.

Describe the backup and recovery approach including frequency of backup and recovery exercised and validation if required.

Describe the approach for removal/deletion/archival of project documents. Please include the project document selection process, storage medium, and responsibilities.

Describe the security and clearance requirements for the controlled project documents.

Describe the tools and techniques the project will use to let the configuration manager know when a controlled document must be updated based on an approved change request. Document specifics on how the configuration management system will interact with the change control process. >>

4.3 [bookmark: _Toc448133076][bookmark: _Toc125368896]Software / Code Configuration Management

<< Describe the project software/code configuration management system(s), including the naming of the system, the purpose, naming standards, directory structure standards, owner, access, and version controls.  

Describe the backup and recovery approach including frequency of backup and recovery exercised and validation if required.   

Describe the archival approach for the controlled project software configuration items. Please include the storage medium, retention policy, retrieval process, and access controls 

Describe the security and clearance requirements for the software configuration items.

Describe the tools and techniques the project will use to let the configuration manager know when a signed off code must be modified under the change request. Document specifics on how the software/code configuration management system will interact with the change control process. >>

4.4 [bookmark: _Toc448133077][bookmark: _Toc125368897]Infrastructure Configuration Management

<< Describe the project infrastructure configuration management system(s), including the naming of the system, the purpose, naming standards, directory structure standards, owner, access, and version controls.  

Describe the backup and recovery approach including frequency of backup and recovery exercised and validation if required.   

Describe the archival approach for the system or infrastructure/environment: Include the storage medium, retention policy, retrieval process, and access controls 

Describe any security and clearance requirements for access and configuration of the infrastructure

Describe the tools and techniques the project will use to let the configuration manager know when a controlled infrastructure item must be modified under the change request. Document specifics on how the configuration management system will interact with the change control process. >>

4.5 [bookmark: _Toc448133078][bookmark: _Toc125368898]Interface Configuration Management

<< Describe the project interface configuration management system(s), including the naming of the system, the purpose, naming standards, directory structure standards, owner, access and version controls.  

Describe the tools and techniques the project will use to let the configuration manager know when a controlled infrastructure item must be modified under the change request. Document specifics on how the configuration management system will interact with the change control process. >>

4.6 [bookmark: _Toc448133079][bookmark: _Toc125368899]Database Configuration Management

<< Describe the project database configuration management system(s), including the naming of the system, the purpose, naming standards, directory structure standards, owner, access and version controls.  

Describe the backup and recovery approach including frequency of backup and recovery exercised and validation if required.   

Describe the archival approach for the system: Include the storage medium, retention policy, retrieval process, and access controls 

Describe any security and clearance requirements for access and configuration of the database

Describe the tools and techniques the project will use to let the configuration manager know when a controlled database item must be modified under the change request. Document specifics on how the configuration management system will interact with the change control process. >>

4.7 [bookmark: _Toc125368900]CM Plan Maintenance

<< Describe the activities and responsibilities necessary to ensure continued CM planning during the life cycle of the project. Identify all of those responsible for monitoring the CM plan. Describe how frequently updates are to be performed; how changes to the CM plan are to be evaluated and certified; and how changes to the CM plan are to be made and communicated. 

Example: Control Boards, CM Change Management Process, etc. >>

4.0 [bookmark: _Toc125368901]

5.0 [bookmark: _Toc125368902]Configuration Management Automation Support

5 [bookmark: _Toc123591611][bookmark: _Toc125368781][bookmark: _Toc125368903]

5.1 [bookmark: _Toc125368904]Automated Tools

<< Describe any automated tools used >>

5.2 [bookmark: _Approach][bookmark: _Toc125368905]Workspace Management

<< Describe the processes used for automated software source code control tools >>

5.3 [bookmark: _Toc125368906]Build Management

<< Describe the controls in place to manage the building of executable code >>
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